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The International, European and internal
legislation to protect personal data

Master student: Nelma Alashqer*

Summary

After the technological revolution penetrated all aspects of individuals'
life, the privacy of individuals has become vulnerable to abuse, and it
became easy to view and manipulation personal data and individuals'
secrets. Therefore, legislations seek to enshrine the right to protect
personal data, and to make personal data free of any violations that may
occur at present or in the future. Thus, the current research deals with
International, European and internal efforts to protect fundamental rights
and freedoms of natural persons, which is their right to protect personal
data. To achieve a sense of safety and tranquility in a society, where the
use of information technology is indispensable. The study showed that
the Syrian legislations are unable to protect personal data from the impact
of informatics, and called for the need to enact strict and direct legal rules
that define this right and oblige all individuals and entities to respect it.

Key Words: Personal data, international legislation, European
legislation, internal legislation.

'Department of private law-Faculty of law-Damascus University.
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-RECOMMENDATION OF THE COUNCIL CONCERNING GUIDELINES
GOVERNING THE PROTECTION OF PRIVACY AND TRANSBORDER FLOWS:

« that Member countries take into account in their domestic legislation the principles
concerning the protection of privacy and individual liberties set forth in the Guidelines
contained in the Annex to this Recommendation which is an integral part thereof

* that Member countries endeavour to remove or avoid creating, in the name of privacy
protection, unjustified obstacles to transborder flows of personal data¢

* that Member countries co-operate in the implementation of the Guidelines set forth in
the Annex:¢

» That Member countries agree as soon as possible on specific procedures of consultation
and co-operation for the application of these Guidelines.

14_ Article 4 — Duties of the Parties: "1. Each Party shall take the necessary measures in its
domestic law to give effect to the basic principles for data protection set out in this
chapter. 2.These measures shall be taken at the latest at the time of entry into force of this
Convention in respect of that Party".
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5—preamble: The member States of the Council of Europe, signatory hereto. Considering
that the aim of the Council of Europe is to achieve greater unity between its members,
based in particular on respect for the rule of law, as well as human rights and fundamental
freedoms; Considering that it is desirable to extend the safeguards for everyone's rights
and fundamental freedoms, and in particular the right to the respect for privacy, taking
account of the increasing flow across frontiers of personal data undergoing automatic
processing; Reaffirming at the same time their commitment to freedom of information
regardless of frontiers; Recognising that it is necessary to reconcile the fundamental
values of the respect for privacy and the free flow of information between peoples”.
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"This Directive shall not apply to the processing of personal data: in the course of an
activity which falls outside the scope of Community law...".
322_321ua ‘d‘l-“‘ S cuﬁi u»):uj}aj u.._\l}a A
Aag)5¥) AU e (99) salal) a2
"1.This Regulation shall enter into force on the twentieth day following that of its
publication in the Official Journal of the European Union. 2. It shall apply from 25 May
2018"
ISy AR (3) sal)
"1.This Regulation applies to the processing of personal data in the context of the
activities of an establishment of a controller or a processor in the Union, regardless of
whether the processing takes place in the Union or not.
2.This Regulation applies to the processing of personal data of data subjects who are in
the Union by a controller or processor not established in the Union, where the processing
activities are related to:
(a) The offering of goods or services, irrespective of whether a payment of the data
subject is required, to such data subjects in the Union; or (b) the monitoring of their
behavior as far as their behavior takes place within the Union.
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3. This Regulation applies to the processing of personal data by a controller not
established in the Union, but in a place where Member State law applies by virtue of
public international law."
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"Personal data" means any information relating to an identified or identifiable individual
(data subject).
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Article 2. (a) "personal data" shall mean any information relating to an identified or identifiable

natural person (‘data subject’); an identifiable person is one who can be identified, directly or

indirectly, in particular by reference to an identification number or to one or more factors specific to

his physical, physiological, mental, economic, cultural or social identity;

5K ARG dpadal) L) Alaad dalell 1o 00 (1/4 30W) par-31

Article 4. 1. "Personal data" means any information relating to an identified or identifiable natural

person (‘data subject’); an identifiable natural person is one who can be identified, directly or

indirectly, in particular by reference to an identifier such as a name, an identification number,

location data, an online identifier or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person.
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Article 2. c. "automatic processing” includes the following operations if carried out in
whole or in part by automated means: storage of data, carrying out of logical and/or
arithmetical
Operations on those data, their alteration, erasure, retrieval or dissemination.
$AISY) Al ((2) sl par
Article 2. b. "processing of personal data" (‘processing’) shall mean any operation or set of
operations which is performed upon personal data, whether or not by automatic means,
such as collection, recording, organization, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination, blocking, erasure or destruction .
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Article 4. 2. "processing” means any operation or set of operations which is performed on

personal data or on sets of personal data, whether or not by automated means, such as

collection, recording, organization, structuring, storage, adaptation or alteration, retrieval,

consultation, use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination, restriction, erasure or destruction .
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