Damascus University Journal for Engineering Sciences
V42 No( 2): 236-252

Fpuntigh) pgtall (3ias dnals Alas
252-236: (2) 2w 42 saa

Uy ddjrall LSl cluliall clSud olal Ao DOS 4asdd) caa cillaaa i A

SDWSN

285900 @0 e 1* 2l (63 sl

A0S VLVl g SV antia acd ciosfiall Y L) dustia 8 o530 e lalyy il !
“(3hed daala (2l gslly 4SSl dusnigll

(ahmad.alebrahim@damascusuniversity.edu.sy)

e Aaals cduiliygSlly LSSl duaigh LS Y Laily cibisg 5SIY) duadit and & i (b 2
gbadawil@damascusuniversity.edu.sy.
: sadlal)
SDWSNL__iaap i dpdld€l D el wloall il 53
Llejlly o liall aSanlly ) Ldhall Jie cnliudall (e degiie de ganal sacly 4
Tjea ASLE) a3a 8 (lld pay 10T ol il ks (o Layt g duaall
Gl 8 sagagad) agdl) Jlacy) 8 Laily 32l Y LS sasae dad claagl
Clongl) 038 el oy A8 3585 leall 2l Jie WSN 8L Eilulzal
ol 5355 35 3 DDOS gisal dardll ina cilanay DOS darll na cilens
S llse eDlginl 5l Bl g0 A5as i) Gob e AGAN (alall Jaadall Jolass
gy A dsasll (e degydiall g el ASHa e
G (SDWSN il e D0S dwadll cias cileaa il ddial) 28,50 o328 oy
Glalia 3<a] slalias lya) 25 langll o3l Adhadl ¢lod¥) e dale 5yda i
Ll Kaally diad) G Sllaeall Jols Galee elyals <SDWSN Giava s djee ZSLY
Glaad G duhall mln el (SDWSN @lud ehal e cilaagll oda 5l avii
oS il L 05K o (S DDOS g5l derdll aaa ileasy DOS deadl) Caas
Oy BaLsyg aabaaill Jae pamlassl ) 6355 of LgiSars <SDWSN ilSuds olaf e
Slens 530 Joa sman (5 Auball oda w2030 laly A8l Blgiuly Jyaas)
el Basia (sSius L] Uliags A miliil) G adiass SDWSN s e DOS
.AY) SDWSN culSudi i
ClSad ((SDWSN) Lineys 28 peall 2L clulzall s A alidal) clalsl)
((DOS) daxall Ciaa cilana ¢lOT b)) ((WSN) LSLodl) cilulial
el Ll (LY ((DDOS) isall deadll s Cilans

http://journal.damascusuniversity.edu.sy/index.php/index/index
ISSN (online): 2789-6854

2023/8/8 :glay) g
2023/10/8 : sl st

[@0Ele

— (3l daaly 1 pddll (§g8a
By (ol gall Jading d)eu
CCBY-NC-SA agar yiill

1515


http://journal.damascusuniversity.edu.sy/index.php/index/index
mailto:ahmad.alebrahim@damascusuniversity.edu.sy
mailto:AbdelrazakBadawieh@damascusuniversity.edu.sy
mailto:AbdelrazakBadawieh@damascusuniversity.edu.sy

SDWSN Lias s d8jaall LSL cilulzall cilKes 3 DOS daxall cias cilesa i 4y

Study The Impact of DoS Attacks on The Performance of
Software-Defined Wireless Sensor Network

Received: 8/8/2023
Accepted: 8/10/2023

DO

Copyright: Damascus
University-  Syria, The
authors retain the copyright
under a

CC BY-NC-SA

Ahmad Al Ebrahim™ Abdelrazak Badawieh?

“L Postgraduate Student, Department of Electronics and Communications Engineer-
ing, Faculty of Mechanical and Electrical Engineering, Damascus University.
(ahmad.alebrahim@damascusuniversity.edu.sy)

2 Professor, Department of Electronics and Communications Engineering, Faculty of
Mechanical and Electrical Engineering, Damascus University.
gbadawil@damascusuniversity.edu.sy.

Abstract:

Software-Defined Wireless Sensor Networks (SDWSNs) are a promising
technology for a variety of applications, such as environmental monitoring,
industrial control, healthcare, and other 10T applications. However,
SDWSNs are vulnerable to many security attacks because they do not al-
ways take consideration to the restrictions in traditional Wireless Sensor
Networks (WSNSs) such as computational complexity and power constraints.
The most dangerous of these at-tacks are Denial of Service (DoS) attacks
and Distributed Denial of Service (DDoS) attacks that can disrupt the normal
operation of an SDWSN by flooding the network with malicious traffic, con-
suming network resources, or preventing legitimate traffic from reaching its
destination.

This paper examines the impact of DoS and DDoS attacks on SDWSNSs, as it
takes an overview of the different types of these attacks, then conducts an
emulation for SDWSN network, and execute a data exchange between sens-
ing nodes and the controller to study and evaluate the impact of these attacks
on the performance of SDWSNSs. The results of the study show that DoS and
DDoS attacks can have a significant impact on the performance of
SDWSNSs, and can lead to reduced Packet Delivery Rate, increased End to
End Delay, power consumption, and Packet Loss Rate. This study provides
new insights into the impact of DoS attacks on SDWSNs. We believe that
our findings will be useful for the design and deployment of secure
SDWSNEs.

Keywords: Software-Defined Wireless Sensor Network (SDWSN), Wire-
less Sensor Network (WSN), Internet of Things (loT), Denial of Service
(DoS), Distributed Denial of Service (DDoS), Attacks, Security, Perfor-
mance Impact.
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