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Abstract:

Graph neural networks (GNN) have achieved remarkable success in many
applications graph analysis and modeling.

The secret of the great success achieved by GNN in many
applicationsrelated to graphs is due to the message passing scheme that it
adopts during learning, as it collects neighbor messages for each node in
each of its layers during training, which allows the model in the final layer to
know the graph completely.

Despite the strength of this principle in the tasks of classifying nodes for the
graph, GNN's reliance on the graph structure greatly during the message
passing makes it vulnerable to adversarial attacks that negatively affect the
Robustness and stability of these networks and thus a significant decrease in
performance and inaccurate results that result in giving nodes A different
class from its real classes.

In this research, an algorithm was proposed to improve the robustness and
stability of GNN against adversarial attacks that were performed in different
proportions on the GNN model pre-trained on the tasks of classifying nodes
of the graph known as the Citation Network of the famous CORA
dataset.
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if (attack_limit_temp > attack_limit)
break (out of for loop)
end
end
end
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(1) J<a B mamge oo WS
def attacker (G, thl, th2, edge_limit,
weight_limit, attack_limit, Beta)
int attack_limit_temp=0;
int edge_limit_temp=0;
int weight_limit_temp=0;
For each U in G.V
ifU c<thl
attack_limit_temp +=1
foreachM ~=Uin G.V
if(edge_limit_temp<edge_limit)
if E(U, M) not exist
edge_limit_temp +=1
add E(U,M)=1 # with weight 1
end
end
end
print(‘ratio of attack of node U")
print(100*edge_limit/U_c)
else
if U s<th2
attack_limit_temp +=1
foreachM ~=Uin G.V
if(weight_limit_temp<weight_limit)
if E(U, M) exist
add E(U,M)=Beta+E(U,M)
edge_limit_temp +=Beta
end
end
end
print(‘ratio of attack of node U")

end
end
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