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Abstract: 
Machine Learning has been widely used in several disciplines nowadays. 

The rabid development of Denial of service attacks outdated traditional  

methods for network security regarding the DoS attacks. Several researchers 

suggest that Machine Learning is a promising technique to fight Denial of 

Service attacks and they focus on using supervised learning methods to 

prove their theory. Using Classification to detect Denial of service attacks is 

expected to succeed especially since it can perform well during the training 

and testing phases but it wasn’t tested in real-life scenarios. In this paper we 

built seven different classifiers based on the CSE-CIC-IDS2018 and NSL-

KDD datasets and tested them in the OMNET++ simulation environment 

since it is not possible to perform such tests on a real network. We found a 

large gap between the theoretical accuracy and the resulting one within the 

simulation which can be caused due to the Covariate shift problem. Tradition 

Classification might not be suitable to solve this problem. Other models 

were suggested to be tested in future studies. 
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 الملخص:

 شبباا اسببتخدام تعلببم ا لببة فببي العداببد مببن المجببا.ت فببي أ امنببا هببر . و ببد أد  الت ببار السببر  
  ال وسائل الحما ة التقليد ة للشاكات فيما اتعلق ل جمات الحرمان من الخدمة إلى إب

ب جمات الحرمان من الخدمة.  قترح العداد من الااحثين أنّ تعلّم ا لة تقنية وا دة في مجال  
ا بتركيبببعهم  لبببى اسبببتخدام طرائبببق البببتعلم ذي  مكافحبببة هجمبببات الحرمبببان مبببن الخدمبببة وتحدابببدت
الإشبببراف لإتابببات ن.بببر ت م. مبببن المتا ببب  أن ابببنجف اسبببتخدام التصبببنيف فبببي كشببب  هجمبببات 

ا أنه كانت نتائجه جيبدة فبي مرحلبة التبدر   وا.ختابار إ. أن با الحرمان من الخدمة وخ صاصت
الحياة العملية.  منا في هبرا الاحبب بانباب سباعة نمباذج في لم تكن كرلك في التجارب المنجعة 

-NSLو CSE-CIC-IDS-2018المع يببببات  مجمببببا تيللتصببببنيف با. تمبببباد  لببببى مختلفببببة 

KDD ضمن بيئة المحاكاة  واختاارهاOMNET++  ن.رتا لعدم إمكانيبة تنفيبر هبر  ا.ختابارات
 .ضمن شاكة حقيقية. وجدنا فجاة كايبرة ببين الد بة الن.ر بة وتلبك الناتجبة فبي  مليبة المحاكباة

 عع  إلى مشكلة ا.نع باح التابااني. مبن الممكبن أنّ التصبنيف التقليبدي ئيبر م ئبم لحبل مثبل 
          .ها في الدراسات المستقاليةهر  المشكلة حيب تم ا تراح نماذج أخر  ليتم اختاار 

، التصبببببنيف، البببببتعلم ذي الإشبببببراف، هجمبببببات الحرمبببببان مبببببن الخدمبببببة المفتاحياااااة:الكلماااااات 
CIC2018،NSL-KDD  
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Introduction: 
Denial of service attacks remain to be a threat to the 

whole Internet worldwide. During the past years 

these attacks were improved dramatically and sever-

al countries were affected by them, whether this ef-

fect was a minor service interruption or major net-

work failure. (Graewe, 2023) States that bandwidth 

attacks increased up to 600% in 2019 than its previ-

ous value in 2016. Using traditional methods solely 

such as rule-based filtering to mitigate DoS attacks 

is not an advisable solution since the implications 

for such usage are high at cost. The rabid develop-

ment of Machine learning led to its involvement in 

nearly all technical disciplines. Machine learning 

algorithms are roughly divided into three main cate-

gories which are Supervised Learning, Unsupervised 

learning and Reinforcement learning (Kwekha-

Rashid, 2023). Numerous researches suggest models 

using datasets to improve DoS detection and mitiga-

tion (Aljuhani, 2021) (Dong Li, 2018) (Gondi 

Lakshmeeswari, 2020) (Kimmi Kumari, 2022) 

(Vinícius De Miranda Rios, 2022). A serious issue 

arises when these models are being evaluated since 

evaluating them by using the same dataset or even a 

similar dataset gives high accuracy rates which may 

be practically overrated when addressing the DoS 

issue; otherwise the world would have eliminated 

these threats several years ago, yet major denial of 

service attacks are bringing down the whole internet 

in some countries. In this paper we evaluate the effi-

ciency of several supervised learning classification 

models in detecting DoS attacks, and we study their 

accuracy by simulating a network using OMNET++. 

1. Related Work 
Using Machine learning to mitigate denial of service 

attacks is a common and fertile research area. In 

(Gondi Lakshmeeswari, 2020) Multiple Linear Re-

gression is used to build a model that detects Dis-

tributed Denial of Service attacks. Models are built 

using both datasets and log files that include traffic 

packets, authors in this study used the CIC2017 da-

taset and the highest reported accuracy was 

97.86%.The authors in (Kimmi Kumari, 2022) used 

a Logistic Regression classifier and a Naïve Bayes 

classifier built using CAIDA 2007 in order to detect 

denial of service attacks. The achieved accuracy was 

between 99 and 100% for the logistic regression 

classifier and between 98 and 99% for the Naïve 

Bayes one.  In (Aljuhani, 2021)  an analytical study 

of the usage of machine learning in fighting DoS 

attacks was introduced. Authors classify various al-

gorithms, environments and mitigation techniques 

that can be used to stop these attacks. In (Vinícius 

De Miranda Rios, 2022) the authors present a survey 

of the Low-rate denial of service attacks that are 

emerging threats which further complicate the detec-

tion of DoS attacks. The authors also provide the 

correct means which could be used to detect those 

attacks. These means are nothing but the features 

that could be fed to the ML models. In (s. Balaji, 

2021) the authors introduce an analytical study of 

the usage of deep learning in DoS detection, their 

results show that these methods are highly anticipat-

ed to succeed in both detecting and predicting the 

attacks. In (Dong Li, 2018) the authors introduced 

an implementation of SVM algorithm to detect 

DDoS attack and used a multi-vector attack consist-

ing of UDP flood, ICMP flood and SYN flood. The 

authors compared several algorithms such as KNN, 

Random Forest (RF), Naïve Bayes and SVM were 

used but SVM gave the best accuracy among other 

algorithms. Our main contribution is building multi-

ple supervised learning models and comparing their 

achieved performance in the testing stage of building 

the model against their performance in simulated 

environment.  

2. Materials and methods: 
Our proposed practical procedure includes two steps. 

The first one is building machine learning models 

using seven different classifiers, and the second step 

is testing each model with a network simulator that 

accepts machine learning models. There are several 

datasets that include important data related to the 

DoS problem, but these datasets typically focus on 

several types of intrusions and might include addi-

tional features that are related to other types of intru-

sions. In this research, two datasets were used which 

are the CSE-CIC-IDS2018 dataset and NSL-KDD 

dataset. Both datasets were used based on the (80-

20) % rule this means 80% of the data was used for 

training and the remaining 20% was used for testing 

purposes. Each dataset was preprocessed before ini-

tiating the training stage. This included the removal 

of any unnecessary fields which included the remov-
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al of timestamps and other fields that are not directly 

related to the DoS problem, this issues arises in the 

NSL-KDD dataset since it contains data to detect 

multiple intrusions along with DoS data. The CIC-

IDS-2018 on the other hand has several features that 

were not useful in the detection such as the IP ad-

dress and FlowID. In this research, several classifi-

ers including Adaboost, Gradient Boosting, Random 

Forest, XGB, Ridge, Stochastic Gradient Descent 

(SGD) and Support Vector Machines (SVM) were 

chosen to evaluate the usage of traditional super-

vised learning in detecting DoS, this choice was 

made based on their common usage in the academia 

along with their normally reported high accuracy. 

Adaboost classifier is considered to be a meta-

estimator that fits an initial classifier on a dataset 

and then fits several other classifiers on the same 

dataset while adjusting the weights of instances that 

were wrongly classified to help improve their classi-

fication (Schapire, 2013).  

Gradient Boosting Classifier is a form of Ensemble 

learning in which each classifier aims to improve the 

one that precedes it. The strength point of this meth-

od is that the improvement is based on the residual 

errors of the classifiers and not on the whole data 

(Natekin, 2013). 

Random Forest classifier generates multiple decision 

trees using random groups of a selected dataset and 

then aggregates the outcome of different trees to de-

cide the output (Rigatti, 2017). 

XGB classifier is based on gradient boosted decision 

trees algorithms and it is highly parallelizable. It 

results an overall good performance in terms of ac-

curacy, training speed and model size (Z. Chen, 

2018). 

Ridge classifier fits the labeled data into a specific 

data range [-1, +1] and then solves a regression 

problem which could be a multi-output regression in 

the multiclass case. The main advantage of this clas-

sifier is its speed when compared to other classifiers 

(Peng, 2020). 

SGD classifier which is a linear classifier combined 

with SGD training in which the derivative of the loss 

is calculated based on a single random data point 

instead of the whole group of data points.  Being an 

optimization method SGD is considered popular 

with different types of classification and not only 

linear ones (Pal, 2020). 
Support Vector Machine classifier is considered to 

be robust and can perform linear and non-linear 

classification (via kernel trick). SVM uses the hinge 

loss function when data are not linearly separable. In 

practical implementations several kernel functions 

could be used, such as linear kernel or Radial Basis 

Function (RBF) kernel and the choice is governed 

by the number of features. So when we have a huge 

number of features it is better to use the linear kernel 

since data would be more likely linearly separable in 

high dimensions; otherwise we could use the RBF 

kernel with a suitable cross-validation which helps 

eliminate the possibility of over fitting. 
After building the seven models and calculating their 

accuracy by using the 20% of the data, the models 

were installed within the OMNET++ network simu-

lator which provides a reliable simulation frame-

work to network events. Figure (1) illustrates the 

chosen network for testing. The network scheme 

includes five hosts that launches several denial of 

service attacks based on random times and use ran-

dom traffic otherwise. OMNET++ provides the ro-

bust INET framework which reduces the amount of 

effort needed to setup the traditional network ele-

ments. 

The choice of this network scheme was made simply 

to mimic real-life scenarios. Each host which repre-

sents a user that connects to the Internet using a 

router, there might be several users using the same 

network which is represented with presence of a 

switch  
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Figure (1) Chosen network diagram for experiments 

 

Each classifier was installed separately on the 

ML_Agent component and its accuracy to detect 

the attacks was tested 

3. Results and Discussion : 

By using the CIC2018 dataset we obtained the 

results shown in the table (1):  
Table (1) Training and Testing results for the 

CIC-IDS Dataset 

Classifier Accuracy 

Adaboost 0.8642 

Gradient Boosting 0.9998 

Random Forest 0.99997 

XGB 0.99998 

Ridge 0.9598 

SGD 0.9982 

Support Vector Machine 0.99972 

 

Table (2) Training and Testing results for the 

NSL-KDD Dataset 

Classifier Accuracy 

Adaboost 0.7854 

Gradient Boosting 0.9832 

Random Forest 0.9992 

XGB 0.9899 

Ridge 0.9678 

SGD 0.9913 

Support Vector Machine 0.9998 

Table (2) illustrates the results obtained by using 

KDD dataset. 

Based on launching attacks and working normally 

we launched 300 attacks randomly and monitored 

the output of the ML_Agent to specify a more 

practical accuracy measurement and the results 

were as depicted in table (3). 
Table (3) Model Accuracy in Simulation 

Classifier CIC-IDS NSL-KDD 

Adaboost 0.1 0.1 

Gradient Boosting 0.2 0.1 

Random Forest 0.2 0.3 

XGB 0.3 0.3 

Ridge 0.3 0.3 

SGD 0.4 0,1 

Support Vector 

Machine 
0.2 0.4 

Comparing these results to the accuracy in table 

(1) and table (2) It can be noticed that there is a 

huge gap between both accuracy values for each 

classifier. Despite having high accuracy when 

building and testing a model over a dataset, DoS 

classification problem suffers mostly from the 

covariate shift which leads to the fact that tradi-

tional classification algorithms are not well-suited 

for this problem. Features extracted by each clas-

sifier were suitable to detect the attack within the 

scope of the attack but no correct generalization 

rule can be extracted based on these features 

Building an ML model with different features 

with respect to a time scope could further enhance 

detection and have better results. 

4. Conclusions: 

http://journal.damascusuniversity.edu.sy/index.php/index/index
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In this Paper we used seven different common 

classifiers to help detect the denial of service at-

tacks. These models were later evaluated within a 

reliable network simulator which resulted that 

traditional classification algorithms are not quite 

suitable without proper improvement. Using 

Adaptive machine learning could reduce the se-

verity of the covariate shift that causes this poor 

performance of such algorithms. The concept of 

adaptive machine learning includes the addition of 

the time dimension to classification process which 

can be suitable to the DoS problem but further 

tests should be considered and applied in that mat-

ter.  The DoS Problem can be analyzed from the 

practical point of view where the expert can not 

make a decision based on low-level information 

such as the number of packets between the client 

and server, instead he uses high-level information 

such as resource consumption and number of re-

quests per user within a period of time.  The ex-

pert can after examining this information to make 

a decision that moves the state of the service from 

one state to another. Such description is very close 

to the Reinforcement learning methods which we 

expect to be a very promising solution to the DoS 

problem. 
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