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Abstract:

Network operators and network service providers are increasingly interested
in network traffic analysis over the past decade, and network traffic analysis
is a method of examining data as it flows through the network. In other
words, network traffic analysis is a procedure carried out by the network
administration to examine the data belonging to the network users for the
purpose of analyzing it, dealing with network congestion, perform statistical
operations, monitor user behavior and detect attacks. To prevent sabotage,
network traffic analysis has been employed in intrusion detection systems,
which rely on network traffic analysis first, and secondly, searching for
indicators and evidence of intrusions, one of which may be the search for
abnormal network traffic patterns for known patterns.

Detecting indicators of an attack is not an easy task, and it becomes more
difficult with modern applications such as social media applications that care
about privacy and maintain the confidentiality of transmitted data, and the
presence of covert channels that allow data leakage, which may include
malicious software, which is often ignored by well-known intrusion
detection systems. As a result, studying network traffic analysis tools and
evaluating the effectiveness and performance of intrusion detection systems
are important for network operators as a first step in choosing the
appropriate system, and subsequently developing their existing system.

In this research, a study of some network traffic analysis tools such as:
TCPDump and Wireshark, and an evaluation of the two intrusion detection
systems: Snort and Suricata in terms of: detect various attacks targeting the
confidentiality, integrity and availability of data and computer resources
including covert channels attacks; load balancing on processing cores;
consumption of computer resources; the ability of detection systems to
receive and process network packets, and drop network packets and alerts; in
addition to studying the possibility of improving these systems.

Keywords: Network Traffic Analysis, Intrusion Detection Systems,
Covert Channels.
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win 64240, length 0

02:20:02.839291 IP  w7-25000 > WIN-
0S32J7UJUTG.localdomain.80: Flags [.], ack 1,
win 64240, length 0

02:20:03.840075 IP  w7-25000 > WIN-
0S32J7UJUTG.localdomain.80: Flags [.], ack 1,
win 64240, length 0
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20:01:29.404562 IP 192.168.18.173.5000 >
192.168.18.171.80: Flags [.], ack 0, win 64240,
length O

0x0000: 4504 0028 0000 40004106 9323 c0a8
12ad E..(.@.A. #....

0x0010: c0a8 12ab 1388 0050 0000 0000 0000
0000 ....... P,

0x0020: 5010 faf0 fa62 0000 0000 0000 0000
P..b....

Alaia) s a8 (Aaiad) @l gl Aty Ll
e )l 3l 25 Cumy ([13] 8 Sl Jlly
Lty aey Al bl @l Jeyig ¢ Jor ) ol
s JEIS delad) (ailad o 2l

for each current _bit in data

while (true)

milliseconds := current _time();

if (current _bit == (milliseconds / INT) mod
2)

invoke _receiver();

break;
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02:19:59.745656 IP  w7-2.5000 > WIN-
0S32J7UJUTG.localdomain.80: Flags [.], ack 0,
win 64240, length 0

02:20:00.777036 IP  w7-2.5000 > WIN-
0S32J7UJUTG.localdomain.80: Flags [.], ack 1,
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alert tcp an n% -> any 3389 (msg:"RDP
MS12_020 Possible Epr0|t ; sid: 911991;
flags:S,A;)

alert tcp any any -> any 21 (msg:"Passing
User Name or Password in Clear Text!!
Maybe Someone Using FTP or Hydra Tool
Based on FTP Protocol!";
pcre:"N\b(USER|PASS)\b .*/"; sid: 1000016)

alert tc K/Ian ->an
msg:"MSFVENOM Traffic etected 1
...|";’sid:1000025;) content:"|21 54 6869 73

alert tcp any any -> any any (msg:"PHP
Information-Disclosure - PHP Credits";
content:"PHPB8B5F2A0-3C92-11d3- A3A9-
4C7B08C10000"; sid:1000035;)

"Slowloris

alert tcp any any -> any 80 (msg faowio
ags:

Possible Attack! Flags ACK";
sid:1000038;)

alert tcp any any -> any any (msg:"Cross Site
Scrlptmg (XSS) Attack - Script on Input
Filed"; content:"<script>";content:"</script>";
sid:1000030;)

S e qw\ N}
3l (TCPY
Js sl Mé?“ ﬁ” AR 1

PASS o USER 4K

\MSJ(.MH‘L%EA

Lo Ll 35,L

‘j’“ u?ﬁd
sl \_MJQLU
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1kl A
PHPBSBSFZK&SC&EZMS-ASAQ-

4C7B08C10000
680
ij; ML):\ ags J)A {ij
0X01f0: 312 7068 703f 6b65 7977
6f72 643d 2533
1.php?keyword=%3
0x0200° 4373 6372 6970 7425
3345 2b61 6¢65 7274

Cscript%3E-+alert
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(J8Y) e saalg) Baaall CaiSil ac)g

alert tcp any any -> any any (msg:"Cross Site
Scripting (X S) Attack - URL Modify";
8 e:"/clr=[%][0-9a-fA-
FI{5}[&]Change=Change/s"; sid:1000031;)

alert tcp any any -> any any (msg:"PHP
Object Injection Possible Attack!";
pcre:"/.+=[a-z]+\:[0-9 +\\ ga -zA-Z0- 9]+\ [0-
9]+(\:%22 a—zA (} %22)\;)H\}";
sid:1000036;)

alert ip any any -> anyany(ms% 'IP Time To

Live Field Contain Unfamiliar Data... May Be

Contain Covert Crzjagnelé |§) proto: tcp ttI 65;
si

alert ip any any -> any any (msg: "IP Type of
Serwc% Flgld gontamyUn ar(nlllgr Data. ypMay
Be Contain Covert Channel!"; ip_proto:tcp;
tos:65; sid: 99889905)

aclall Liaiagd <23 ga ;?jm‘\,:hm & Jlw) &) L
<4l

alert ip any any -> any any (msg:"Short IP
Pac%et Igetected" d%lze :<21;)
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0x0050: 732f 7873 7332 2e70 6870
363 6¢72 3d25 s/xss2.php?clr=%
0x0060: 3233 4141 4126 4368 616¢
6765 3d43 6861
23AAA&Change=Cha

0x0070: 6e67 6520 4854 5450 2f31
2e31 0dOa 486f nge HTTP/1.1..Ho

Jalail) ;Lu\ %f )A\ Jula aie

http: //IocthOSt/btsIa ?ﬁnerablllty/l
n ectlon/obi phf’)array—a :3:{i:0;s:6:
elphl "C“ i 2 s 4 Perl" }

);J ma;.a (:4
J*'J e‘-@-“

0x0000: 450 Olfa 6d 4 OOO 4006
0912 c0a8 1281 E...m@.@
0x0060: 6172 7261 793d 613a 333a
7b69 3a30 3b73 array=a:3:
0x0070: 3a36 3a25 3232 446 6c70
6869 2532 323b :6:%22Delphi%22;
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alert ip any any -> any any (msg:"IP TTL Field

May Be Contain Covert Channel!"; ttl:65; ttl:66;
ttl:67; ip_proto:6; sid:2101321;)

b O0Sen sl 58 8he (ge ST TOS aall s & LS
tJla ¢ Al pladia) 4IKeY A8yl (Suricata aUas
alert ip any any -> any any (msg:"IP TOS Field

May Be Contain Covert Channel!"; tos:!0; tos:!1;
tos:12; tos:14; tos:18; ip_proto:6; sid:2101322;)

TOS, aliall jlad) oldl &) aladnad (Ko ous S
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alert ip any any -> any any (msg:"IP TTL Field
May Be Contain Covert Channel!"; ttl:164;
ip_proto:6; sid:2101321;)

alert ip any any -> any any (msg:"IP TOS Field

May Be Contain Covert Channel!"; tos:!0;
ip_proto:6; sid:2101322;)
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