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Random Bit Sequence Generator Based on ECG Signal

Eng. Christine Zenieh®  Dr. Eng. Mohamed Mazen Al-Mahairi
Dr. Eng. Moufid Haddad

Abstract

A Wireless Body Area Network (WBAN) is a group of communicating wireless sensors that exchange
biological values measured from a human body. This network is used essentially in health care systems. In
such systems, security attacks on the exchanged biological data have negative effect and may threaten
patient’s life. Therefore, maintaining the confidentiality and integrity of health information in WBAN is a
very essential requirement. The generation of random bit sequences (RBSs) is an essential aspect of
protecting WBAN. However, due to the very limited resources of these networks, traditional
pseudorandom number generators cannot be used as they consume a lot of energy and processing power.
To reduce resource consumption in WBANS, some researchers suggested using biometrics in generating
random bit sequences, specifically the electrocardiogram (ECG) signal. Nevertheless, their methods suffer
from low throughput that is inconsistent with healthcare applications in real time. In this paper, we
present a new random sequence generator based on ECG signal, which has a throughput tens or hundreds
of times higher than previous methods. In addition, the developed generator reduces resources
consumption due to its very simple processing operations. To evaluate the proposed generator, RBSs of
128 bits were generated from two ECG data sets, the first is for healthy people, and the second is for
people who suffer from arrhythmia. Randomness and distinctiveness of generated RBSs are measured by
using the National Institute of Standards and Technology (NIST) statistical tests and hamming distance.
Thus, we have proved that the resulting RBSs are appropriate for information security applications.

Key words: Wireless Body Area Network (WBAN), Electrocardiogram (ECG), Random Number
Generator (RNG), Pseudorandom Number Generator (PRNG), Random Bit Sequence (RBS)
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i Joalidy 4liay Lo Joalids 45l il
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NIST Statistical Test Suite (NIST) <uyliay) &b
-(Brown) Dieharder 5 «(Walker) ENT ¢(Rukhin,2001)
15 o= 0550 Afilian) cjliia) dcsana o NIST
Ly fal) QL8 Culatge Adlsdie (530 23 o)Ll
NIST LLiaY) de sene Ladl) 23 . Lgie daslill 2l )Y
Shialy i Ll oyl sl sl Ly e Ui
leny i) alye¥ aaaiid ) Judlul) Al e
Lo gena b DAY el Al L ilagladll
il Julal) Jgda of Gaalysdl a5 (NIST Laa)
At o Lae Sy (107 Y 107 Afipe ) S
i)y 3 byl Jadls e Gudaill L6 < yLasy)
128 Ledoha 8yl d8lsdic Joudls 2l oas i
OSay Ally ChLia¥) el (e 3ydie o haly L)
Byl ool dlsdic pandl lealadiul
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e e (I e saaly li iy L RBSS
- ST aglse

Y BLEY) Jreant o) of (A osi o Lia Ly oy
ey iy lina g LS L 3aslll AL Jshay 41 48
saaly Al 3o 3)LaY) Jieants L 13) (U Juae
LS Al 8 dse 360 (gslun OlieW) Jasa (IS
«(1x360)/2=180 RS32 e Jsoanll ail 2a<
Wl 45 e Jyoanll Lao Leie 4 JS prent 080
(s 128 Leia JS Jska dilpic

dilgdal) JLsd)

Ang V) Jidad PIA (e A0l aing lidly L
SHLERY) e Ao sena s hals (Entropy  Analysis)
A(NIST) Laslsisilly sulaall idagll agaall Alany)
A AN Jalad A e Agilgdial) LSS

sl e 5l aae Ll o dug i) Caypat Sy
Al Sy oad i ot (sA) Al el LS Jodusy
: Ul sl e Shannon Entropy 4lalee (ki

H(X) = — Xj-1 P(xj) X log, P(x;)

(8)

K/
0’0

J i ey Jlaal s p(x;) 5 xq, X, ...
13 1 (glnii (g A s 5D 009 S o S
55K By-iall LDl o G camge 355 @3 S
.(Pirbhulal et al., 2018, 6) 150 L e IS (4
Jalady (el a5 A anlll Joudlall Aly de L sl
bl e gana Jal (e Fang i) Gl 23 Lging il
s ANV (ol bl s o lana) (aladl) @iy
Ll de sena (e bl gall Ailgudiall JudLUll (e daiilil
<0.993072 (sl (pan s 18) ¢la sl Lals V)
3) Al 54 I s i) hugie (il ai die
Jadld) e Aanlal) s V) Wl L (pads JS) Jdls
el Gald i) Ul de sana (e 5ad gall A5 gdiall
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JS8 Jadls 6) Alsdie Jay Judlall Lad) o8 dus,
(i

Poard Jaus (1) dsaall 8 a8l 5y S0
e (A sl G Aalll g Bl l)Laadld
JS zlas . )Ll 108 Joal (e daalil) eyl ga)
23 .0.01 o ST AU P Aad of iy lial
oy ) hlaayl aaad ) 4l (9) ddsled)
aalay aSai s NIST chlasl e JSI Lajlial
-(Camara et al., 2019, 8)

mpr=(1—-—a)—3X% sqrt(@) 9)

Jdldl 2 e ks daaal) (gsiwa b @ S
Sl K =108 5 =0.01 (Lalla 3 .5, 53
e O ans 6l %96 sa zlaall S Jama 58
ki) 108 o i) gt las) 103

il 3adgall RBSs of (1) Jsaal) zasy
2 0.01 (e el culS P el oY el cl)laay)
lss) JS dal 5w 103 ) oyl e ae
@lily PLa e saleal RBSs liie) (1Say ¢ Ll
Ll oage gala a8l by slaal (ala
Adlsdie Judlu (e 3)le & dayidl
(Geall) A SLas) L

RBSs cilS 1)) Lasd ar @il ol jLodl) andd
oy CalS < Bhadie chiling plual (e |l 4l
wkdl (Hamming Distance HD) aisla 48l (G
3l gally Jodall i (e RBS (e ol (s DEAY)
Al DLl Al L plite (e (e Dlic]
£355 gisala laal ()5S o g Lddal) 205 L))
(average HD-distribution) HD Jawgie Jlilly 2wl
ALl sl o 750 2 L Lglasa 005 of g

.(Pirbhulal et al., 2018, 7) 4x)siall

Lilpde Judw Ao NIST clad) gl :(1) Jsasd)
AL ade daye Cililug s laual palidl clily ¢ Balse

) Cilay
NIST Test Normal |Arrhythmia
Frequency test 0.495594 |0.479416
(107/108) | (107/108)
Block Frequency test 0.482623 |0.460845
(106/108) | (107/108)
Runs test 0.493043 |0.506384
(108/108) | (106/108)
Longest Run test 0.524182 |0.487409
(108/108) | (108/108)
FFT test 0.471779 |0.418977
(106/108) | (105/108)
Non-overlapping 0.880578 |0.881454
(148/148) (108/108) | (108/108)
Linear Complexity test |0.563778 |0.573706
(104/108) | (105/108)
Serial test (2/2) 0.533063 |0.527817
(107/108) | (107/108)
Approximate Entropy test|0.48837  |0.492551
(105/108) | (106/108)
Cumulative Sums  test|0.505728 |0.518168
(2/2) (107/108) | (107/108)
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o e e ST Al P oA cwlS 1Y) Al pde AL
P uilS 13) Ll .(Rukhin, 2001) 0.01 gslus Alls
ol Al die s Alull) e @ e yral a5l
4aliadl RBSs (e NIST culylisal e asaall ¢lya)
OLS 1) L (3aailly LgiflsSie (e (3-8a1ll 4 o501
ol Glaglaall dGlen (3l Lealadinl GG
oo Al Aglsdal)l Judld) e cl)laay) dag (1)
oadd 18 (e Aliasall bl alasinly ~ jaall Ol
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Al DA el ala s desana (e padd 18
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Ly (e 4a0lil) RBSs il gilaall e 2Ly
OLeY) ikl lgaladind (Sayg Bap (5<8 (add JS
O e Aalall o3 a3 8w JWBAN S 5
GlSed o Al Slangs s st o) pealeal
als &Y ECG @iy ahaan u)l DL o« WBAN
Ll Ll saga <l bl o Jaadls LS L o4l
el (alaslls ey (alasy)

eI A .C

ey Bl LS8 LSy oyl ladadll alasindy
Jaaadll Glial) 2ae Coial (g5l RS32 (10 222 2l
i 128 (gsbow olie¥) Jame oS 13 . il 3a€
) Al 8 RS32 Aluli 64 alg ko il b
okie Y Jame 1Y Wl LAGEN & ¢y 2048 Jalay L
180 JiSis dpls JS 8 LuSad 58 6 dse 360
A8 (S el Ly 5760 Jalay Le o RS32 Al
Laliy) Jaxe) RBSS ads Jame o 1haS 56 L g
LAsld) aluhall S (throughput

cilufally Al 7 al) Jabdal) g ) Jara 2(2) Jaadl
AR A Qi) Gl ae Jiad PPM Gua il

IP1-based 2 bit/second (60 PPMs)
approaches 3.3 bit/second (100 PPMs)
(Pirbhulal et | 8 bit/second (60 PPMs)

al., 2018) 13.33 bit/second (100 PPMs)
(Camara et al., | 184 bit/second (60 PPMs)
2018) 306 hit/second (100 PPMs)

2048 bit/second
(128 sample/ second)
5760 bit/second
(360 sample/ second)

Our approach

L)lie 7yl ladasall 2 L) Jase (2) Jsaad) o

Al cluhal) 8 4 agid) 3y Ll 2L Jaee
Camara et ) 5 (Pirbhulal et al., 2018) & yaaillys
sl A8V aVgal 5 (35a) Jaadl L (al., 2018
Al sl AV Clalge Al e Ayl oda b & il
Laliy) Llg) s LS LECG 3)ld) e sadizdll
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