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Abstract 
Computer networks are vulnerable to cyber-attack, which has been increased rapidly and caused 

harm to our network security systems. It is necessary to build a system with the ability to deceive, detect 

and block these attacks. SSH Brute-force and dictionary attacks are ones of the most famous attacks on 

internet and computer networks. Honeypots are effective security system to analyze and mitigate SSH 

brute-force and dictionary attacks. Cowrie honeypot system was deployed to both records and analyzes 

SSH Brute-force and dictionary attack information and command execution after successful login to 

Cowrie system. Evaluation of Cowrie honeypot system can be obtained by using confusion matrix and 

accuracy with high percentage, which means that Cowrie honeypot system, has a good ability to protect 

our network from SSH attacks. 
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باستخدام نظام  SSHبروتوكول ف ىجسات القاموس والقوة الغاشسة على تحليل وتخفي
 مرائد مخترقي الذبكات

 
منير الوزة 

(1)
 محمد نور شمه د. د. سمير كرمان 

 

 ملخصال
شبكات الكسبيوتر عرضة لليجسات الإلكترونية، والتي زادت بدرعة وتدببب  يبي حلحبال الزبرر بةنظسبة امبان الذببكة الخا بة بشبا  مبن تكون 

 مبن SSH والقباموس علبى بروتوكبولالقبوة الغاشبسة الزروري بشاء نظام لديو القبدرة علبى ابداذ ىبله اليجسبات واهتذباييا و بدىا  تعبد ىجسبات 
ىببي نظببام امببان يعببال لتحليببل وتخفيببف ىجسببات القببوة الغاشببسة  مرببائد مخترقببي الذبببكاتاشببير اليجسببات علببى شبببكات الإنترنبب  والكسبيببوتر  

يجسبات القبوة السعلومبات واووامبر السشةبلة ل وتحليبل لتدبجيل Cowrie مربائد مخترقبي الذببكات  تب  نذبر نظبام SSH على بروتوكبول والقاموس
مربائد مخترقبي الحربول علبى تقيبي  نظبام  تب   Cowrieبعبد تدبجيل البداول بشجباى حلبى نظبام  وذلب  SSHالغاشسة والقباموس علبى بروتوكبول 

لديبو قبدرة جيبدة علبى  Cowrieنظام مرائد مخترقبي الذببكات مسا يعشي ان  عالية،بشدبة و باستخدام مرةوية الارتباك والدقة  Cowrie الذبكات
  SSHحساية شبكتشا من ىجسات 

 
 Cowrie التفاعل، مصائذ مخترقي الشبكات ة، مصائذ مخترقي الشبكات متىسطSSH هجمات الكلمات المفتاحية:
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1. Introduction 

Internet and computer networks are 

needed in science, technology and other areas 

of life. Their threats and vulnerabilities are 

increasing rapidly, causing loses of important 

data. Improving abilities of network security 

techniques is highly demanded to protect data 

from intelligent hackers [1]. One of the 

famous attacks on internet and computer 

networks is SSH brute-force and dictionary 

attack that aims to break authentication of 

system by using of combination of user 

names and passwords.  

RFC4251 defined Secure Shell, as “SSH”, 

is a protocol for secure remote login and 

other secure network services over an 

insecure network”[2]. SSH provides 

encrypted communication, password-less 

login via public key authentication, and host- 

based verification. SSH listens on the 

standard Transmission Control Protocol 

(TCP) port 22. In Secure Shell session, the 

client first establishes TCP connection with 

the SSH server and then exchanges 

authentication information. Then the client 

sends secure shell login request. Username 

and password combination will be checked 

by SSH server, which decides whether the 

client is authorized, or not. In SSH dictionary 

attacks, the hacker uses a single attacking 

machine to commence dictionary attacks 

targeted to multiple SSH servers having 

different destination IP addresses, or large set 

of botnets having different IP addresses that 

are used to attack a single victim SSH 

server[3] 

Honeypots are assistant network security 

technique are defined, according to Lance 

Spitzher, the inventor of the honeypot idea 

as: "a source of information whose value 

depends on the unverified or prohibited use 

of that source"[4]. Honeypots are built to lure 

and study the tactics of hackers and their 

intents and to improve the security policies. 

Honeypot is a system or program that is 

introduced to network to have the system 

probed, attacked, and potentially exploited.  

Honeypots are classified according to 

several factors: 

Relying on interacting with hackers: 

• Low-Interaction Honeypot: It is 

issued to detect and deceive attackers by 

simulating Operating System services and 

gateway services on the Operating System 

host. The interaction is limited and the 

honeypot does not have its own operating 

system, and the primary mission is to slow 

down the attack. 

• Medium Interaction Honeypot: It 

has the same principle as the Low Interaction 

Honeypot. It provides the attacker with 

phishing by having an operating system, as 

the attacker communicates with a large 

number of simulated services. 

• High Interaction Honeypots: 
Includes real operating systems and 

applications like a real FTP server. It has 

the greatest threat as it exposes itself to the 

attacker for an extended period of time. 

They should be kept under constant 

surveillance due to their security risks[4].  

Depending on the purpose or goal: 

• Productive Honeypots: are 

systems that help mitigate the risk to the 

organization, and are placed close to the 

servers in the network. They are intended to 

simulate real production systems so that the 

attacker will spend time and resources 

attacking them. 

• Research Honeypots: are mainly 

used to uncover information about new 

methods of attacks, viruses, and worms. 

They are difficult to maintain and complex 

in structure and provide information on the 

Black hats and their offensive policies[5].  

Honeypot configure to log all activities 

and attacks. The gathered data was then 

analyzed to understand SSH brute-force and 

dictionary attacks, how the attack was 

carried out, which vulnerabilities were 

exploited and sources of the attacks and 

their IP.  

In our paper, we deployed Cowrie 

honeypot system to collect username and 

password combination that are attempted by 
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SSH brute-force and dictionary attack 

targeting secure shell service. We have also 

recorded all commands and keystroke they 

executed by attackers after successful 

logins to Cowrie honeypot system.  

The rest of this paper is organized as 

follow: in section 2, we introduced the 

related works on SSH attacks. Section 3 the 

honeypot system configuration, programs 

and facilities for deployment of the 

proposed model were discussed. In section 

4 we presented the deployed honeypot 

experimental results and discussed various 

connection attempts made to the honeypot 

along with the SSH brute- force attacks. 

Finally, section 5 introduced conclusion 

and future works. 

2. Related work 
Honeypots are active defense techniques 

on network security area. Network 

researchers have used honeypots to study 

SSH brute-force and dictionary attacks. 

Esmaeil et al. modified low interaction 

honeypot (KOjoney) that listened for attack 

traffic on TCP port 22 and recorded 

attempts to gain remote access to honeypot 

and suggested some recommendations to 

protect from SSH attacks[6]. Konaiaris et al. 

deployed their honeypot system as a web 

trap for attacker who try to gain illegal SSH 

service access. They proved that honeypots 

are effective tools in gathering information 

about SSH attacks. Additionally, they 

introduce a visualization tool to help 

security researchers during analysis and 

conclusions drawing phases[7].Solomon et 

al. deployed Kippo honeypot to analyze 

secure shell and dictionary attack. They 

recorded all passwords, usernames and IPs 

of attacker machine. They also collected 

commands of successful logins[8]. Praful et 

al. utilized “Conch”, which is an SSHv2 

implementation written in Python open 

service at port 22. When attacker tries to 

scan this port for information, data is logged 

with IP address of attacker, all attempt of 

access and commands are recorded and then 

data is analyzed, and malicious traits are 

discovered[9]. Devi and Aulia presented 

Cowrie honeypot system for SSH server 

service and visualize collected information 

through the Kippo-graph programme to save 

SSH server from brute-force attacks and 

monitor server and analyze the behavior of 

the attacker[10].  

Promise et.al deployed hybrid honeypot 

in network of Ghana Education Service to 

record and analyze different types of 

attacks. They proved that honeypots are 

excellent mitigation strategy for most forms 

of attacks and are efficient to waste time of 

attacker[11].  

The previous mentioned work above 

showed the importance of network 

monitoring and the necessity of attack 

prevention for SSH brute-force and 

dictionary attacks and striving to build a 

robust detection, monitoring and analysis 

system capable of stopping such type of 

attacks with high efficiency. 

3. proposed system: 

SSH protocol attacks became very 

familiar type of attacks on information 

security. There are few types of SSH 

attacks such as SSH port scanning, SSH 

penetration, and SSH brute-force and 

dictionary attacks. In Brute-force attack, 

attacker try to use all possible character of 

password by using dictionary, and large 

lists of password. Moreover, servers limit 

the number of authentication attempts per 

connection, but attacker may bypass them, 

performing SSH brute-force and dictionary 

attack[7].  

This research aims to design and set up 

SSH honeypot system to study SSH brute-

force, dictionary attacks and intrusion 

activities and inhibit them. For this purpose, 

we deployed cowrie honeypot as medium 

interaction honeypot to study SSH based 

attacks and collect connection attempts on 

port 22. 

Cowrie is an SSH and Telnet honeypot 

with medium interaction level used to 

record brute- force attack and SSH requests. 

It provides shell environment to interact 

with attacker and record all commands 

executed after the successful username and 

password prediction of the dictionary 

attack[12]. 

Cowrie has disadvantage that it displays 

data in form of log system, and it is 
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inefficient for network administrators to 

monitor logs and analysis attacks[10]. 

Cowrie is distributed honeypot logs SSH 

interactions in MYSQL database[13].  

 

Figure (1) proposal design 

 

Our proposal design depend on three 

section: detection, defense and alert sections. 

Detection section is the most important 

section in this design. It is responsible for 

detecting any malicious activity in our 

design.  

Defense section protects the network and 

blocks the SSH attack before damaging the 

network. 

Alert section report all details about 

attacks including: type of SSH attack, 

number of login attempts, attacker IP source, 

username and password, and commands and 

keystrokes. 

The process of detection, defense and 

alert are carried out simultaneously in the 

proposed model according to the following 

steps: 

The attacker will be directed to a 

honeypot system to interact with. The Cowrie 

honeypot detects any malicious activity, and 

all peripheral activity such as commands and 

keystrokes, which will be logged in log files 

until the attacker logs out of the system. 

The attacker will first enter the username 

and password, and the system will check it 

and determine if it is a legitimate user or not 

depending on the number of login attempts to 

the system, the number of TCP packets 

flowing, and the source of the attack. For 

example, if the attacker tries more than three 

times then he is an illegal user. 

If the user is a legitimate user, the system 

will route him to the production network (the 

real network) or it is illegitimate and 

therefore the system will collect information 

about this attacker to determine the SSH 

attacks, which include username, password, 

number of login attempts, attacker IP, 

number and size of packets, and instructions 

and commands that the attacker executed and 

then will send the alert and attack details via 

email to the system administrator. 

The collected data will be stored and then 

all data will be sent to a real-time analysis 

system for visualization. The administrator 

will decide whether to resume the connection 

(further interaction with the attacker) or cut 

it. 

Figure2 show the flow chart of proposal 

design. 
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Figure (2) flow chart of proposal design 

4. Discussion and results:  
To implement our honeypot system, we 

setup it in virtual environment using VMware 

workstation. We configured Cowrie 

honeypot system on virtual Ubuntu 12.04 

guest operating system. The hosting machine 

is also Ubuntu operating system. Cowrie 

honeypot system was ready to capture SSH 

attacks. Our Cowrie honeypot system had a 

public IP address so that it would be easily 

accessed from the Internet. Cowrie is 

configured to accept SSH connection on TCP 

port 22. It collected all activities of attacker 

including username, password, and 

commands run by attacker. We had also 

installed MySQL server on the system to 

store all database.  

 

Brute-force and dictionary attacks: 

We summaries the brute-force and 

dictionary attacks results collected from our 

Cowrie honeypot system. Cowrie honeypot 

system encounters about 8000 SSH 

connection requests in 30 days. 12092 login 

attempts coming from 467 Unique IP 

addresses. 

A total of 467 distinct IP addresses 

connected to Cowrie honeypot system. Table 

4 shows the top 10 countries where attackers 

were originating. The attacks were received 

from multiple countries, and the largest part 

was, as expected, from China, with 43.55% 

of the attacks, followed by the United States 

of America and then Russia. The attack was 

also carried out from countries that were not 

expected and not mentioned in previous 

results and studies, such as Morocco and 

Indonesia, and at reasonable rates. This 

indicates the spread of attackers and the 

phenomenon of penetration in most 

countries. 

 

Table (4): top 10 countries with 

percentage 

country 
Login 

attempts 
percentage 

China 5266 43.55 

USA 3014 24.93 

Russia 1319 10.91 

France 817 6.76 

Korea 626 5.18 

Pakistan 309 2.56 

Morocco 299 2.48 

Hungary 191 1.58 

Indonesia 138 1.15 

Philippine 99 0.82 

 

 
Figure (2) top 10 countries with 

percentage 
 

Attackers gain access to Cowrie honeypot 

system with 233 distinct username. The most 

frequently username is root in 5896 times 

which is about 50 percent of the total login 

attempts. Table 5 shows the top 10 username 

with their login attempts percent. 

Various usernames were used by the 

attackers, with "Root" being the highest 

percentage, followed by "Admin". It also 

used new words that were not mentioned in 

previous studies, such as "Ubuntu", "Ftp", 

and other random words. This indicates that 

the attackers did not adhere to dictionaries 
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and tried to use unexpected new words. 

 
Table (5) top 10 username with percentage 

Userna

me 

Number of 

attempts 

percenta

ge 

root 5896 48.75 

admin 1285 10.62 

guest 953 7.88 

test 398 3.29 

user 255 2.11 

support 212 1.75 

mysql 174 1.43 

ftp 150 1.24 

ubuntu 123 1.01 

temp 91 0.75 

 

 
Figure (3) top 10 username with 

percentage 
 

We have configured our Cowrie honeypot 

with familiar password that can be guessed 

by attackers. We have collected 4942 unique 

password. The most frequently attempted 

password is admin, which occurs 1174times. 

Table 6 shows top 10 passwords with their 

percent. 

The higher percentage of password used 

by the attackers was "Admin" instead of 

"Root" as expected, and this indicates a 

change in the attackers' methods that they use 

and their lack of commitment to traditional 

methods, in addition to the emergence of 

strange passwords that did not appear in any 

of the dictionaries and previous studies. 

 

 

 

 

 

 

 

Table (6) top 10 password with 

percentage 

Passwo

rd 

Number of 

attempts 

percenta

ge 

admin 1174 23.75 

root 910 18.41 

test 708 14.32 

testtest 654 13.23 

guest 405 8.19 

123456 340 6.88 

passwo

rd 
256 5.18 

1234 113 2.28 

user 98 1.98 

ftp 27 0.54 

 

 
Figure (4) top 10 password with 

percentage 

We have also observed the common 

username and password combinations as 

shown in table 7. The frequency of username 

and password pairs was as expected with the 

admin\admin pair being the most frequent in 

these results, followed by the root/root pair. 

Table (7) top 10 username/password 

with percentage 

Username/password 
Number of 

attempts 

percent

age 

admin/admin 511 21.32 

root/root 400 16.69 

admin/root 335 13.98 

admin/123456 291 12.14 

root/123456 254 10.6 

user/user 199 8.3 

root/password 112 4.67 

guest/guest 105 4.3 

ftp/ftp 24 1.02 

support/support 11 0.46 
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Figure (5): top 10 username/password 

with percentage 
Attackers use various SSH client version 

to connect to Cowrie honeypot system. As 

shown in table 8, the most frequently used 

version is libssh2 version 1.4.3. libssh is a 

multiplatform C library implementing the 

SSHv2 and SSHv1 protocols and can 

remotely execute programs and transfer 

files[14]. 

The attackers used different versions of 

the SSH client to connect to the Cowrie 

honeypot. libssh2 version 1.4.3 is the most 

widely used and this indicates that attackers 

are keeping up to date with the latest versions 

and developing their methods of penetration 

into networks. 

Table (8) top 10 attacker agent with 

percentage 

Attacker agent percentage 

SSH-2.0-libssh2_1.4.3 75.7 
SSH-2.0-jsch-0.1.51 8.3 
SSH-2.0-Erlang/4.0 3.5 
SSH-2.0-libssh2_1.4.2 2.1 
SSH-2.0-libssh2_1.4.0 1.8 
SSH-2.0-Putty_Local 1.4 
SSH-2.0-libssh2_1.6.0 1.1 
SSH-2.0-dropbear_0.47 1.1 
SSH-2.0-
Putty_release_0.63 

0.8 

SSH-2.0-MEDUSA_1.0 0.6 

 

 
Figure (6) top 10 attacker agent with 

percentage 

 

After attackers found the correct 

username and password using Brute-force 

and dictionary attacks, next step is to run 

Linux shell commands. The attacker tries to 

obtain information about the server such as 

the operating system used, the processes 

running on the system, and whether it can 

download malicious files and programs, or 

steal information from the server. 

The command "W" has the largest 

percentage of used commands, which 

provides information about who has logged 

into the system and their login history. 

The attackers also executed the "wget" 

command to download the files. These 

downloaded files are secretly copied to our 

honeypot directory for future analysis. The 

majority of the downloaded files were sh, and 

executable scripts. 

We store these files in a separate place 

and all the information collected about the 

attacker simultaneously, so that we have a 

backup copy of these files and information 

(with the possibility of encrypting this 

information in order to protect it), because 

some attackers can remove traces of their 

presence in the system logs in the honeypot 

"var", which is clearly suspicious activity, 

and after attackers delete the records from the 
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system, they create a new file with a similar 

name. We can also later analyze files 

downloaded by the attackers and detect new 

malware that the attacker might spread. 

The most frequently executed commands 

are shown in table 9 
Table (9) top 10 command with percentage 

Commands percentage 

w 45,55 
uname 15.48 
ls 12.22 
ld 11.97 
wget 6.17 
passwd 5.01 
history 1.22 
help 1.18 
Netstat 0.83 
Ifconfig 0.51 

System accuracy: 

To measure the accuracy of Cowrie 

honeypot system, the degree of 

successfulness of system was determined by 

using confusion matrix and accuracy[15], 

which is described as following: 

Table (10) Confusion Matrix 

Prediction Actual 

T(cowrie) F(production) 

T(attacker) TP(8000) FP(5) 

F(user) TN(15) FN(200) 

True positive (TP) means the number of 

attackers, which successfully login to Cowrie 

system and interact with Cowrie honeypot. 

True negative (TN) means the number of 

legitimate user, which successfully login to 

Cowrie system and interact with Cowrie 

honeypot.  

False positive (FP) means the number of 

attackers, which successfully login to 

production network. 

False negative (FN) means the number of 

original or legitimate user, which routed to 

the network production. 

The threshold of success rate of 

experiment based on the subjectivity of the 

user should be beyond 80% to be considered 

as succeed.  
       

          
              

 

More than 8,200 SSH attacks were 

reported as the attackers interacted with the 

Cowrie honeypot system and about 8000 

valid attacks were detected by the system and 

logged information about them, 200 users 

were correctly routed to the network 

production and marked as genuine users, and 15 

users successfully login to Cowrie system and 

interact with Cowrie honeypot. The system 

failed to identify 5 attacks as true attacks. 

Based on the data that was recorded in 

this research, the accuracy of system can be 

calculated as below: 

TP=8000 

TN=15 

FP=5 

FN=200 

Accuracy= 
       

    
           

Calculation of accuracy showed that the 

rate of accuracy resulting from 

implementation of Cowrie honeypot system 

is more than 97%, and this indicates the 

efficiency of the proposed system and its 

ability to distinguish attacks significantly and 

with high accuracy. While we note that the 

accuracy of the proposed systems in previous 

studies was not discussed, and they were 

satisfied with presenting some of the results 

obtained, and the extent of the efficiency of 

the systems and their distinction for the 

incoming attacks were not specified. 

 Therefore, our Cowrie honeypot system 

succeeded in protecting network from SSH 

brute-force and dictionary attacks, and its 

ability to collect information and distinguish 

attacks significantly and with high accuracy 

and the possibility of its contribution to the 

detection of new attacks and malware. 

5. Conclusion and future work:  
In this research, Cowrie honeypot system 

was deployed in network for 30 days. All 

brute-force and dictionary SSH attacks data 

and execute commands after successful login 

to Cowrie honeypot system were gathered 

and analyzed. The deployment of Cowrie 

honeypot system has proven to be an 

effective mitigation technique for SSH attack 

with high accuracy percentage. To strength 

the security of our network, high interaction 

honeypot should be deployed to learn about 

attacker’s skills and collect more information 

about the new types of attacks and mitigate 

intrusions.  
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