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Abstract:

Software Defined Wireless Sensor Network (SDWSN) is a network para-
digm recently developed for dynamic and secure control for Internet of
Things (loT) applications. Where it employs the ease of network manage-
ment and configuration of Software Defined Network (SDN)due to the sepa-
ration between control and data planes, in order to address the inherent chal-
lenges that faced Wireless Sensor Networks (WSN). However, SDWSNs are
not immune against the challenges and threats that arise from network intru-
sions, and there is no active mechanism in place to monitor the network and
make it in proactive alert at all times. Also, Denial of Service (DoS) and Dis-
tributed Denial of Service (DDoS) attacks are major threats to security in
SDWSN networks, as these attacks can overwhelm the network with traffic,
preventing legitimate users from accessing the network and disrupt critical
network services such as communications, data transmission, control, and
monitoring, which cause significant financial and operational loss.

This study proposes implementation of a machine learning-based algorithm
to detect and prevent DoS and DDosS attacks in SDWSNSs. The algorithm us-
es a variety of features, such as packet size, packet rate, packet source, pack-
et destination and a number of statistical calculated features to train a classi-
fier that can distinguish between benign traffic and malicious traffic generat-
ed by attacks. The results show that the proposed algorithm can detect and
prevent DoS and DDoS attacks with high detection rate, which is reflected in
the overall performance of the network. It is also easily scalable and deploy-
able in SDWSNs, which makes a significant contribution to the security of
these networks.

Keywords: Software Defined Wireless Sensor Network (SDWSN), Soft-
ware Defined Network (SDN), Wireless Sensor Network (WSN), Internet of
Things (1oT), Machine Learning (ML), Denial of Service (DoS), Distributed
Denial of Service (DDoS), Attacks, Security, Detection, Performance.
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