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Abstract:

The research discusses so accurate question is cybercrimes autonomy On the
part of legal protected right, and cybercrime elements, specially criminal act
and moral element, by analytic founding comparison with Syrian
cybercrimes law number 20 date 17\3\2022, and Egyptian cybercrime law
number 175 date 14\8\2018, and Budapest convention 2001, and German
penal law, French penal code, and USA code, English statute.

The research divided into two chapters, the first treats autonomy of legal
protected right as portrayed by Budapest convention 2001, Syrian law, and
compared rules, the second focuses on material and moral element in light of
Budapest convention 2001, Syrian law, and compared rules.
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“Computer system
any device or a group of interconnected or related devices, one or more of which, pursuant to a program,
performs automatic processing of data

3Computer data
any representation of facts, information or concepts in a form suitable for processing in a computer system,
including a program suitable to cause a computer system to perform a function

“Service provider
any public or private entity that provides to users of its service the ability to communicate by means of a

computer system, andany other entity that processes or stores computer data on behalf of such
communication service or users of such service

® traffic data
any computer data relating to a communication by means of a computer system, generated by a computer
system that formed a part in the chain of communication, indicating the communication’s origin, destination,

route, time, date, size, duration, or type of underlying service.
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7 Confidentiality, Integrity and Availability of computer data and systems
8Cyber-space offences

Qlllegal access

10IIIegaI interception

"Data interference

12System interference

BMisuse of devices

14Computer-related fraud

15Computer-related forgery

®Unlawful production or distribution of child pornography by use of computer systems
Y0Offences related to infringements of copyright and related rights
18Cyber-squatters

19Explanatory Report page 10
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2yUNAUTHORISED ACCESS TO AUTOMATED DATA PROCESSING SYSTEMS

’FELONIES AND MISDEMEANOURS AGAINST PROPERTY

UNDERMINING PUBLIC TRUST

Zmedium of expression

*ARTICLE 441-1:

Forgery consists of any fraudulent alteration of the truth liable to cause harm and made by any means in a document

or other medium of expression of which the object is, or effect may be, to provide evidence of a right or of a

situation carrying legal consequences. Forgery and the use of forgeries is punished by three years’ imprisonment and a

fine of € 45,000.
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26Rechtsgut
*’Artikel 303a
Datenveranderung
(1) WerrechtswidrigDaten (§ 202a Abs. 2) |6scht, unterdriickt, unbrauchbarmachtoderverandert,
wirdmitFreiheitsstrafebiszuzweilahrenodermitGeldstrafebestraft.
(2) Der Versuchiststrafbar.
Lo Lt pe L) 5o sl ol oladil (o lilad) S 1Y) Lo 58800 oda s alh ULl Ledy pa3 8 41 L3538 202 32l e 1303 salall cuilae

Agalall e s Lolaling i Lol jeS A giiall f 4538 olls

Artikel 303b
Computersabotage
(1) WereineDatenverarbeitung, die flireinenfremdenBetrieb, einfremdesUnternehmenodereineBehérde von
wesentlicherBedeutungist, dadurchstort, daller


http://www.legifrance.gouv.fr/html/codes_traduits/code_penal_textA.htm#CHAPTER III. ? UNAUTHORISED ACCESS TO AUTOMATED DATA PROCESSING SYSTEMS
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1. eine Tat nach § 303a Abs. 1 begehtoder

2. eineDatenverarbeitungsanlageodereinenDatentragerzerstort, beschadigt,
unbrauchbarmacht, beseitigtoderverandert,
wirdmitFreiheitsstrafebiszufiinflahrenodermitGeldstrafebestraft.

(2) Der Versuchiststrafbar.

*Artikel 202a

Ausspdhen von Daten

(1) WerunbefugtDaten, die nichtfiirihnbestimmt und die gegenunberechtigten
Zugangbesondersgesichertsind, sichodereinemanderenverschafft, wirdmit
FreiheitsstrafebiszudreilahrenodermitGeldstrafebestraft.

(2) DatenimSinne des Absatzes 1 sindnursolche, die elektronisch, magnetischoder
sonstnichtunmittelbarwahrnehmbargespeichertsindoderiibermitteltwerden.

**Artikel 263a

Computerbetrug

(1) Wer in der Absicht, sichodereinemDritteneinenrechtswidrigenVermogensvorteilzuverschaffen, das
Vermoégeneinesanderendadurchbeschadigt, daler das
ErgebniseinesDatenverarbeitungsvorgangsdurchunrichtigeGestaltung des Programmes,
durchVerwendungunrichtigeroderunvollstandigerDaten, durchunbefugteVerwendung
vonDatenodersonstdurchunbefugteEinwirkung auf den Ablaufbeeinfluf3t,
wirdmitFreiheitsstrafebiszufiinflahrenodermitGeldstrafebestraft.

(2) § 263 Abs. 2 bis 7 gilt entsprechend.

(3) WereineStraftatnachAbsatz 1 vorbereitet, indemerComputerprogramme, derenZweck die Begehungeinersolchen
Tat ist, herstellt, sichodereinemanderen

verschafft, feilhalt, verwahrtodereinemandereniiberlasst, wirdmitFreiheitsstrafe
biszudreilahrenodermitGeldstrafebestraft.

(4) In den Fallen des Absatzes 3 gilt § 149 Abs. 2 und 3 entsprechend.

*'Artikel 268

FalschungtechnischerAufzeichnungen

(1) WerzurTauschungimRechtsverkehr

1. eineunechtetechnischeAufzeichnungherstelltodereinetechnische
Aufzeichnungverfalschtoder

2. eineunechteoderverfalschtetechnischeAufzeichnunggebraucht,
wirdmitFreiheitsstrafebiszufiinflahrenodermitGeldstrafebestraft.

(2) TechnischeAufzeichnungisteineDarstellung von Daten, MeR-
oderRechenwerten,ZustandenoderGeschehensabldufen, die
durcheintechnischesGeratganzoderzumTeilselbsttatigbewirktwird, den Gegenstand der
AufzeichnungallgemeinoderfiirEingeweihteerkennenlaft und
zumBeweiseinerrechtlicherheblichenTatsachebestimmtist, gleichvielobihr die Bestimmungschonbei der
Herstellungodererstspatergegebenwird.

(3) Der HerstellungeinerunechtentechnischenAufzeichnungstehtesgleich, wenn derTaterdurchstérendeEinwirkung auf
den Aufzeichnungsvorgang das Ergebnis der

AufzeichnungbeeinflulRt.

(4) Der Versuchiststrafbar.

(5) § 267 Abs. 3 und 4 gilt entsprechend.

Artikel 269

FalschungbeweiserheblicherDaten
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1) WerzurTauschungimRechtsverkehrbeweiserheblicheDaten so speichertoder

verdndert, dalbeiihrerWahrnehmungeineunechteoderverfalschteUrkundevorliegen

wirde, oderderartgespeicherteoderveranderteDatengebraucht, wirdmit
FreiheitsstrafebiszufiinflahrenodermitGeldstrafebestraft.

(2) Der Versuchiststrafbar.

(3) § 267 Abs. 3 und 4 gilt entsprechend.

*Artikel 270

TauschungimRechtsverkehrbeiDatenverarbeitung

Der TauschungimRechtsverkehrsteht die falschlicheBeeinflussungeinerDatenverarbeitungimRechtsverkehrgleich.
33Georg KupperStrafrechtBesondererTeillDeliktegegenRechtsgliter der Person und Gemeinschaft Springer-Verlag

Berlin Heidelberg 1996 S.99

103 Gl ¥ Slead) gy ool o L SV eliadl) als salall oda G Jis il jlaad) (e yud) Jiaass Sl oo Dl salall 038 (3las
Addy e ady sl o el

34Wolfgang MitschStrafrechtBesondererTeil 2 Vermogensdelikte(Randbereich) Teilband 2Springer-Verlag 2001 S.432

35 o s
Sachbeschadigung
*®Jan Vetter Gesetzesliickenbei der InternetkriminalitatStuttgart 2002 S.44

37Betrug und Untreue
38Georg KipperStrafrechtBesondererTeillDeliktegegenRechtsgiiter der Person und Gemeinschaft Springer-Verlag

Berlin Heidelberg 1996 S.100

39Urkundenféilschung
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section 1(1)

provides that a person is guilty of an offense if:

a. he causes a computer to perform any function with intent to secure access

to any program or data held in any computer;

b. the access he intends to secure is unauthorized; and

c. he knows at the time when he causes the computer to perform the function that this is the case.

Subsection (2) provides that the intent a person has to have to commit an offence under this section need not be

directed at:

a. any particular program or date;

b. a program or data of any particular kind; or

c. a program or data held in any particular computer.

033 Caln G dpea gl 4" 5l alaaid (3 el gl alasi selul s JUinY) o slE N8 (e gy Sy sl 138 dallae caci
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“Unlawful interception

1. It shall be an offence for a person intentionally and without lawful authority to intercept, at any place in theUnited
Kingdom, any communication in the course of it

transmission by means of ... (b) a public telecommunication system.

2. It shall be an offence for a person (a) intentionally and without lawful authority ... to intercept, at any place in the
United Kingdom, any communication in the course

of its transmission by means of a private telecommunication system.”

43Eoghan Casey Digital Evidence and Computer CrimeForensic Science, Computers and the Internet Third Edition

p.139
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*section 3 of the English Computer Misuse Act 1990, as amended,

. A person is guilty of an offence if—

he does any unauthorized act in relation to a computer;

. at the time when he does the act he knows that it is unauthorized; and

. either subsection (2) or subsection (3) applies.

. This subsection applies if the person intends by doing the act—

. to impair the operation of any computer;

. to prevent or hinder access to any program or data held in any computer; or
. to impair the operation of any such program or the reliability of any

such data.

3. This subsection applies if the person is reckless as to whether the act will
do any of the things mentioned in paragraphs (a) to (c) of subsection (2)
above.

“Worms and computer viruses Trojans.

**the Police and Justice Act 2006 created a new set of offenses concerning the misuse of devices, inserting section
3A into the 1990 Act in the

following terms:

1. A person is guilty of an offence if he makes, adapts, supplies, or offers to
supply any article intending it to be used to commit, or to assist in the
commission of, an offence under section 1 or 3.

2. A person is guilty of an offence if he supplies or offers to supply any
article believing that it is likely to be used to commit, or to assist in the
commission of, an offence under section 1 or 3.

3. A person is guilty of an offence if he obtains any article with a view to its
being supplied for use to commit, or to assist in the commission of, an
offence under section 1 or 3.

4. In this section “article” includes any program or data held in electronic
form.

“The Fraud Act of 2006 updated the law in England. Section 2 sets out the
offence of fraud by false representation:

1. 2.—(1) A person is in breach of this section [and thereby is guilty of fraud
according to section 1] if he

a. dishonestly makes a false representation, and

b. intends, by making the representation—

i. to make a gain for himself or another, or

ii. to cause loss to another or to expose another to a risk of loss.

2. Arepresentation is false if—

a. itis untrue or misleading, and

b. the person making it knows that it is, or might be, untrue or

misleading.

3. “Representation” means any representation as to fact or law, including a

O T O NO T O
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representation as to the state of mind of —

a. the person making the representation, or

b. any other person.

4. A representation may be express or implied.

5. For the purposes of this section, a representation may be regarded as

made if it (or anything implying it) is submitted in any form to any sys-

tem or device designed to receive, convey, or respond to communications

(with or without human intervention).

**CYBERCRIME LAWS OF THE UNITED STATES Compiled October 2006 by Al Rees, CCIPS
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